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ABSTRACT 

DARPA’s Real-time Adversarial Intelligence and 
Decision-making (RAID) program [1] has demonstrated a 
promising new capability to predict enemy location and 
intent in dynamic urban combat environments. This capa-
bility may significantly improve the Blue commander’s 
decision processes by increasing his situational awareness 
and tactical team coordination capabilities. Experimental 
results obtained over the past two years indicate that a sin-
gle commander in a simulated urban combat environment 
assisted by RAID outperforms a 5-person senior staff of 
military Subject Matter Experts. These results also indi-
cate that RAID predictions and recommendations can im-
prove the mission planning process by providing a previ-
ously unavailable level of predictive analysis. This paper 
will address several team performance factors that are im-
proved by RAID and their impact on the mission planning 
process, present results from the RAID Experiment 4 
(July 2006), and describe a key technology extension that 
is needed for improving the real-time situational aware-
ness data provided to RAID.  

1 WHAT BENEFITS DOES RAID PROVIDE? 

RAID integrates intelligence about Red and Blue 
operations and the state of the environment to provide 
continuously updated predictions of the current and future 
state of the battlefield. Multiple predictions are available, 
and currently include “most dangerous” and “most likely” 
predicted states. Currently, OPFOR predictions and 
BLUE COA recommendations are provided for up to two 
hours into the future for Company sized forces within two 
minutes on a 3.2 GHz CPU.  

 
RAID can manipulate both descriptive and norma-

tive information, both as input and as output. As input, 
RAID can base its predictions on observations of past be-
havior, declarations of intended actions, or combinations 
of these. For example, in real-time support of a com-
mander, it can integrate the current information state, i.e., 
a distillation of the ongoing observations of Red activity 
and a Blue COA into a running prediction of the battle-
space. But it can also be employed to monitor the pro-
gress of combat between two sides based purely on ob-
servations of their behavior. 
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As output, RAID can produce descriptions of what 
units are likely to do, or suggestions of what units could 
do. Thus it can provide real-time action recommendations 
to a Blue unmanned combat vehicle, or play out both 
sides of a scenario based only on given initial conditions. 

 
As currently configured, RAID produces descriptive 

predictions for Red and normative COA’s for Blue. Its 
near real-time input consists of its own translation of the 
Blue mission statements or commander’s guidance, Blue 
force tracking, and observed Red behavior. 

2 HOW DOES RAID WORK? 

RAID consists of three technical components or 
modules, each focusing on a different aspect of predictive 
battlespace awareness. In the current configuration (Fig. 
1), the Deception Reasoning Module (DRM) processes 
the sensor feed from the battlefield into likely laydowns 
of Red units that have, and that have not yet, been de-
tected. The Adversarial Reasoning Module-A (ARM-A) 
discerns their intentions and extrapolates these into the 
most likely future behaviors. The Adversarial Reasoning 
Module-S (ARM-S) computes the most dangerous future 
Red behaviors, and generates a suggested Blue COA to 
counter the most dangerous projection of Red.  

2.1 Deception Reasoning Module 

The Deception Reasoning Module (DRM) estimates 
the current locations of units based on the interactions of 
three analytical processes (Fig. 2). Its basic approach is to 
look forward in time to anticipate likely outcomes and 
identify the value of these outcomes to both Blue and 
Red, given their respective missions. Then it reports the 
laydowns that lead to selected conditions, such as most 
dangerous or most likely. 

 
DRM’s three interacting processes are an Urban 

Gaming Module, a Deception Analysis Engine, and a 
Game Theory Module. 

 
The Deception Analysis Engine is the heart of the 

DRM. It receives clustered observations processed from 
intelligence assets and uses a Bayesian propagation to 
identify likely states of the world that would be consistent 
with these observations. Then it weights different possible 
outcome states on the basis of risk to formulate its output. 

 
The Deception Analysis Engine draws on the Game 

Theory Module [2] for two categories of information. 
First, its Bayesian propagator invokes the Game Theory 
Module in a prediction loop to explore how a given lay-
down might evolve in the future. Second, in assessing the 
risk associated with each laydown, it engages in a state 
evaluation loop to determine the risk associated with a 
given set of states. 

 

The Game Theory Module in turn draws on the Ur-
ban Gaming Model for environmental constraints on war-
fighters, such as 3-D lines of sight, waypoints, and 
movement connectivity. The Urban Gaming Model de-
rives this information from a database containing infor-
mation on terrain and multiple elevation structures. 

 
By applying this analysis to observable enemy ac-

tivities and intelligence reports, the DRM publishes three 
laydowns on each cycle (out of many that it explores), 
including location, strength, and weapon type of each Red 
unit. It can predict units that have never been seen, as well 
as likely current locations of units previously sensed but 
currently invisible, and includes predictions of most prob-
able IED locations that would be most advantageous to 
Red.  

2.2 Adversarial Reasoning Module-A 

The Adversarial Reasoning Module-A (ARM-A) 
learns units’ intentions and emotional state from their past 
behavior, using a statistical analysis of threat regions, a 
logical analysis of their goals, and a swarming simulation 
of their interaction with their environment, and produces 
predictions of their likely behavior. The ARM-A can also 
ingest historical data that is currently available in the op-
erational environment via typical intelligence reporting. 
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Fig. 1: Interaction of RAID modules 
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Fig. 2: Architecture of the Deception Reasoning Mod-
ule (DRM) 
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ARM-A itself has three components: Statistical 

Anomaly Detection (SAD), Knowledge-Based Intention 
Projection (KIP), and Behavior Evolution and Extrapola-
tion (BEE).  

 
KIP [3] estimates a unit’s internal intentions from its 

external behavior. A set of spatial-temporal heuristics 
suggests possible intentions consistent with each unit’s 
observed behavior. Then a Bayesian belief network, 
which learns its weights from past battles, evaluates each 
candidate intention against the observed evidence and 
identifies the most likely one given the current context 
(Fig. 3). Thus it estimates where units likely will want to 
go, consistent with their force’s doctrine and RAID’s un-
derstanding of Red’s overall mission. 

 
SAD analyzes the topography, known and likely unit 

locations, and performs an aggregate statistical analysis to 
determine the threat level that Red or Blue units will per-
ceive at different locations in the battlespace. It thus esti-
mates where units will want not to go. 

 
BEE [5] integrates the estimates of KIP and SAD 

with each unit’s distinctive personality, style, and emo-
tional condition [4] (personal influences) by evolving a 
model of the unit’s personality against observations (Fig. 
4, left side). It incorporates dynamical influences (the re-
sult of interactions with the environment, including other 
warriors) by extrapolating the behavior resulting from the 
learned personality, exploring multiple possible futures 
concurrently (Fig. 4, right side) to determine the unit’s 
most likely future behavior. 

 

 
Fig. 5 shows how KIP predicts where a unit wants to 

go and what it wants to do, SAD warns about high-threat 
regions to avoid, and BEE integrates these with its own 
personality induction and emulation to yield high-quality 
predictions. 

2.3 Adversarial Reasoning Module-S 

The Adversarial Reasoning Module-S (ARM-S) 
predicts future behavior of Red and generates courses of 
action for Blue, using a constructive game theoretic algo-
rithm. The heart of ARM-S is the Game Solving Tool 
(GST). 

 
The GST provides fast and scalable solutions for 

mission planning and execution via generation of advan-
tageous strategies, tactics, and COAs to guide the units’ 
actions. For RAID, the GST generates long-term plans, 
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Fig. 3: Bayesian network identifies in-
tention most consistent with observa-
tions. 
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Fig. 4: Internal Personalities of ghost agents are evolved against re-
cent observed behavior in the face of previous goals, objectives, 
threats, engagements, and activity of other forces in the battle (left), 
then extrapolated to predict likely future behaviors (right). 
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Fig. 5: For red unit at d (red tail shows recent 
past), BEE integrates predicted goal (a) from KIP 
and threat regions (c) from SAD with dynamics of 
interactions with environment to yield predicted 
path (b) in the face of future threats, engagements, 
and force activity. 
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i.e., predictive Blue/Red COAs, thus serving as the 
“brain” behind the software oracle that predicts the future 
for human adversarial teams, Blue and Red, in real time. 

 
Grounded in Linguistic Geometry (LG) [7, 8], the 

GST supports wargame construction in the form of the 
LG hypergame, and serves as both an experimentation 
tool, and a COA generator for “what-if” analysis. Ex-
periments with the GST are conducted by varying mission 
objectives, abort conditions, rules of engagement, etc. The 
start state of the game can be selected either by manually 
placing entities on the abstract board, or by receiving it 
from an external simulator, e.g., from OTB (OneSAF 
Testbed Baseline). After the start state is established, for 
each Blue mission within the wargame, the GST gener-
ates the centerpiece LG constructions called LG zones 
(representing action-reaction–counteraction reasoning, 
Fig. 6). From the LG zones, the GST extracts the initial 
COA for each mission, as well as predictive COAs for 
Red. At the beginning of the engagement, the initial LG-
based COAs are utilized to provide advice for the Blue 
Commander. As the mission progresses, the COAs are 
updated at regular intervals and/or upon the Commander’s 
request by taking into account the known changes of en-
tity locations and states, Blue losses/gains, Red actions, 
and the Blue Commander’s preferences.  

3 HOW HAS RAID PERFORMED? 

RAID has been evaluated in two series of controlled 
experiments. The first series took place in July 2005 in 
Orlando, FL. The most recent round took place in July-
August 2006 with help from the Battle Command Battle 
Lab and the US Army Command and General Staff Col-
lege (CGSC) at Ft. Leavenworth, KS. The Ft. Leaven-
worth experiment consisted of 18 pairs, or 36 individual, 
simulation wargames. Data collected from these experi-

ments supported a statistically significant conclusion that 
the RAID software was, on average, as accurate as or bet-
ter than a competent human staff at pinpointing the true 
locations of concealed insurgent teams and estimating 
their future positions / strength. The results also supported 
a conclusion that the RAID runs of the experimental pairs 
were more effective in terms of accomplishing the Blue 
mission. These results also demonstrate a strong statistical 
significance. 

3.1 Experimental Setup 

These experiments pitted a Blue dismounted com-
pany, supported by five Stryker vehicles and the ability to 
request up to 4 rotary wing aircraft from higher echelons, 
in an urban fight against a well prepared force of hostile 
militias and insurgent cadres. Unfolding in a capital of a 
developing country, the battles were reminiscent of events 
in places like Mogadishu, Najaf, and Fallujah. 

 
Human Red and Blue commanders engage one an-

other in an urban environment (Fig. 7), mediated through 
a computer simulation OTB. Their commands are con-
veyed to OTB’s simulations of their units through human 
role players acting as the platoon level commanders dedi-
cated to each force. OTB plays out effects of these com-
mands, including 

• the movements of units  
• the outcome of engagements 
• the visibility of units to one another, based on the 

urban terrain 
 
OTB reports the state of the battle every 20 seconds. 

To simulate the fog of war, the data feed is filtered. In-
stead of reporting the locations of all units, the feed re-
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Fig. 6: Linguistic Geometry approach to action-
reaction-counteraction reasoning. 
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Fig. 7: A portion of RAID’s urban landscape. 
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ports only those units that are visible to Blue and is de-
layed by 2 minutes of wargame time. 

 
A specially trained team played Red as an intelli-

gent, innovative, hard-to-template adversary. Red's crea-
tive use of urban terrain, rapid movement in the familiar 
city, concealment, deceptions, ambushes, IEDs, RPGs, 
MANPADS, heavy machine guns, infiltration and civilian 
spies challenged the simulated Blue forces and their hu-
man commanders. 

 
As each wargame progresses, RAID continually 

generates a series of running estimates--enemy goals, 
strengths, positions, positions of key weapon systems, 
movements--looking forward as far as 10 to 120 minutes. 
Independently, another set of predictive running estimates 
is produced by a competent staff, most of them Majors 
with operational experience in the Mideast. 

3.2 Metrics 

RAID is evaluated against a human staff, in two 
main areas: battle outcome and prediction accuracy.  

 
Battle Outcome.—The outcome of a battle (typi-

cally one to two hours in length) is evaluated using a sce-
nario-specific weighted sum of 7 scoring factors;  

• Red attrition 
• Blue Force Protection 
• Remaining distance to the Blue objective 
• Time to complete the mission 
• Extent of Red strength occupying key terrain 
• Facility protection  
• Collateral Damage 
 
These factors are tracked in real time, weighted and 

summed to provide an overall run score. The official run 
score is assigned as the run score at the time the Exercise 
Director declares the run is complete. Run completion oc-
curs when the Blue commander completes his mission or 
the experiment run time limit is reached. The factor 
weights depend on the type of Blue mission: Attack, De-
fend, or Move. For example, in an Attack mission, Red 
attrition is weighted highly. In a Defend mission, Asset 
protection is more important, while in a Move mission, 
Blue strength is dominant. 

 
Each mission is conducted in two configurations. In 

the non-RAID configuration, the Blue commander has a 
human staff of three intelligence officers and 1 operations 
officer to assist in situation assessment and tactical deci-
sions. In the RAID configuration, RAID replaces the 
staff, and the commander is limited in how much he can 
deviate from the COA that RAID generates. The overall 
mission score achieved by the human staff is compared 
with that achieved by RAID within each pair of experi-
mental runs.  

 
Predictive Accuracy.—The second score is a com-

parative analysis of the accuracy of the RAID and human 
staff predictions at two time horizons (0 and 15 minutes). 
During a run, the human staff is asked to predict the loca-
tions of Red units approximately every 15 minutes, and 
the accuracy of RAID’s predictions are compared with 
those of the humans. The accuracy is measured in two 
ways. A mathematical metric is used to measure the ex-
tent of error in each prediction and results in a value be-
tween 0 (low) and 1 (high) being assigned as the predic-
tion accuracy for that prediction. The second measure is a 
stylized version of Circular Error Probable (CEP) that has 
more tactical meaning than the pure metric measurement. 
As interpreted for RAID, the CEP measure of prediction 
accuracy is defined as the minimum error distance from 
the predicted locations such that there is a 50% overlap 
with the ground truth strength.  

3.3 Results 

Fig. 8 shows RAID’s performance on battle outcome 
in comparison with the human staff. Eighteen pairs of 
runs were constructed with similar objectives and con-
straints, and one run of each pair was run with RAID, the 
other with the human staff. Each point plots the staff 
score of a given pair against the RAID score of the same 
pair. Thus points above the diagonal line favor RAID. In 
only four runs did staff achieve a higher mission score 
than RAID. Two cases were comparable, while in twelve 
cases, RAID outperformed the human staff. A traditional 
analysis with a T-test shows that RAID outperforms staff 
with a p-value of 98%. Because the T-test assumes nor-
mality of the underlying distribution, we also apply the 
non-parametric Wilcoxon rank-sum test, and find signifi-
cance at the level of 97.3%. 
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Fig. 8: RAID vs. human staff on paired runs. Points 
above the line favor RAID. 
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In 18 RAID runs, RAID generated 1405 predictions 

at each of two time horizons (0 and 15 minutes), while in 
18 non-RAID runs, staff generated 102 predictions. Fig. 9 
shows a box-and-whisker plot of the CEP measures, in 
meters, of these predictions. The box covers the inter-
quartile range with a line at the median, whiskers extend 
to the most distant data points within 1.5 of the interquar-
tile range from the edge of the box, squares show outliers 
within 3 interquartile ranges, and stars show more distant 
outliers. Because the error measure is the CEP radius, a 
lower score reflects superior prediction. RAID’s median 
score even at 15 minutes is lower than either Staff me-
dian. The Wilcoxon test shows that the difference be-
tween the H15 scores is significant at the 99.76% level, 
while that between the H0 scores is significant at more 
than 99.999%. 

 
Thus on both measures evaluated, RAID performs as 

well as or better than human staff with high confidence. 

4 WHY IS RAID BENEFICIAL? 

As a computer-based tool, RAID offers three bene-
fits to the commander’s decision making: detail, diversity, 
and objectivity. 

 
RAID can analyze information at a much finer level 

of detail than can a human. It can track each individual 
unit, or potentially individual combatants, every square 
meter of a city, and every floor of every building, and up-
date this information based on information arriving sev-
eral times a minute, several times an hour, or several 
times a day. This level of detail would quickly overwhelm 
a human, who must resort to approximations and heuris-
tics. 

 
RAID can consider a more diverse range of alterna-

tive futures than can a human, and project them farther 
into the future. In this regard, its advantage is similar to 
that of the IBM chess computer “Deep Blue” in its his-
toric defeat of Gary Kasparov. The best human chess 
player can reason only about 
ten steps into the future; the 
computer was able to reason 
twelve steps ahead, analyz-
ing more possible outcomes 
and using this information 
to guide its selection of the 
next step. 

 
RAID can be more ob-

jective than a human. Hu-
mans tend to converge 
quickly on a working hy-
pothesis, through which new 
information is then filtered 
and frequently inappropri-

ately discarded. As a result, information that might sug-
gest an alternative hypothesis is frequently rationalized 
away and is subject to a pattern recognition or decision 
bias until it becomes overwhelming, leading to a discon-
tinuous “conversion” in the human’s thinking. Because 
RAID can maintain multiple hypotheses, it can more ob-
jectively evaluate each new item of information, and can 
help the human avoid premature convergence. 

5 DEPLOYING RAID 

In its developmental environment, RAID receives its 
data feed from a computerized simulation of the battle, 
specifically OTB. A major issue in deploying RAID in 
real combat is obtaining a comparable computer-readable 
feed of current engagements and emerging combat ac-
tions. An important potential solution to this requirement 
is the FightSight system recently tested by DARPA [6]. 
FightSight fuses thermal and acoustic sensors to locate 
and map urban firing events, including where shooters are 
located, the kinds of weapons they are using, and move-
ments of firepower as the battle evolves. Fig. 10 illus-
trates the data flow involved in integrating these two 
technologies, and also suggests how the combination 
could drive automated platforms, an application that will 
be discussed in a forthcoming companion paper.  

6 CONCLUSION 

RAID has demonstrated (in a simulated environ-
ment) the potential to provide a MOUT commander with  
a new and novel insight into the near-term course of an 
ongoing battle. Current results indicate that it may be able  
to predict enemy movements more accurately than human 
experts and generate recommendations that aide the 
commander’s decision-making process.  The digital feed 
of situation awareness that it requires can be provided by 
other systems under development, such as FightSight. 
Together, these technologies may increase the effective-
ness of our troops and unmanned systems operating in 
complex urban settings against highly adaptive adversar-
ies. 
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Fig. 9: Box-and-whisker plots of RAID and Staff predictions at 0 and 15 minutes Ho-
rizons. Y-axis is CEP radius in meters; lower values indicate greater accuracy. 
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Fig. 10: RAID’s potential relationship to other novel technologies 
 


